
Solutions de Sécurité & Services

La fiabilité des logiciels anti-rookits 
Windows 32 bits

Thomas SABONO   tsabono@lab.b-care.net



2 Solutions de Sécurité & Services

[ref]/[D
ir-

Introduction

●Matériel
Pentium 4-M 2.20 Ghz
1 Go Ram

● Systèmes d'exploitation
Windows XP professionnel Service Pack 2

● 3 hooks au niveau kernel

● Implémentation : Keylogger
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1ére méthode : Hook IRP

IRP : Paquet de requête d'entrée/sortie servant à la communication inter-drivers.
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1ére méthode : Hook IRP

DEVICE OBJECT
+0x000 Type
+0x002 Size
+0x004 ReferenceCount
+0x008 DriverObject
+0x00c NextDevice
+0x010 AttachedDevice
+0x014 CurrentIrp
+0x018 Timer
+0x01c Flags
+0x020 Characteristics
+0x024 Vpb
+0x028 DeviceExtension
+0x02c DeviceType
+0x030 StackSize
+0x034 Queue
+0x05c AlignmentRequirement
+0x060 DeviceQueue
+0x074 Dpc
+0x094 ActiveThreadCount
+0x098 SecurityDescriptor
+0x09c DeviceLock
+0x0ac SectorSize
+0x0ae Spare1
+0x0b0 DeviceObjectExtension
+0x0b4 Reserved

DRIVER OBJECT
+0x000 Type
+0x002
+0x004
+0x008
+0x00c
+0x010
+0x014
+0x018
+0x01c
+0x024
+0x028
+0x02c
+0x030
+0x034
+0x038

Size
DeviceObject
Flags
DriverStart
DriverSize
DriverSection
DriverExtension
DriverName
HardwareDatabase
FastIoDispatch
DriverInit
DriverStartIo
DriverUnload
MajorFunction

IRP_MJ_CREATE

IRP_MJ_CLOSE

IRP_MJ_READ

IRP_MJ_SHUTDOWN

IRP_MJ_CLEANUP

...

CALL IRP_MJ_READ CODE

HookFunction

IRP : Paquet de requête d'entrée/sortie servant à la communication inter-drivers.
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2éme méthode : Hook ISR

DEVICE OBJECT
+0x000 Type
+0x002 Size
+0x004 ReferenceCount
+0x008 DriverObject
+0x00c NextDevice
+0x010 AttachedDevice
+0x014 CurrentIrp
+0x018 Timer
+0x01c Flags
+0x020 Characteristics
+0x024 Vpb
+0x028 DeviceExtension
+0x02c DeviceType
+0x030 StackSize
+0x034 Queue
+0x05c AlignmentRequirement
+0x060 DeviceQueue
+0x074 Dpc
+0x094 ActiveThreadCount
+0x098 SecurityDescriptor
+0x09c DeviceLock
+0x0ac SectorSize
+0x0ae Spare1
+0x0b0 DeviceObjectExtension
+0x0b4 Reserved

DEVOBJ EXTENSION
+0x000 Type
+0x002
+0x004
+0x008
+0x00c Dope
+0x010
+0x014
+0x018
+0x01c
+0x020
+0x024
+0x028

Size
DeviceObject
PowerFlags

ExtensionFlags
DeviceNode
AttachedTo
StartIoCount
StartIoKey
StartIoFlags
Vpb

KINTERRUPT
+0x000 Type
+0x002
+0x004
+0x00c
+0x010
+0x014
+0x018
+0x01c
+0x020
+0x024
+0x028
+0x029
+0x02a
+0x02b
+0x02c
+0x02d
+0x030 Mode
+0x034
+0x038
+0x03c

Size
InterruptListEntry
ServiceRoutine
ServiceContext
SpinLock
TickCount
ActualLock
DispatchAddress
Vector
Irql
SynchronizeIrql
FloatingSave
Connected
Number
ShareVector

ServiceCount
DispatchCount
DispatchCode

CODE

JMP DWORD PTR [ServiceRoutine] HookFunction

ISR : Routine exécuté au déclenchement d'une interruption.
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3éme méthode : Chaînage drivers

APPLICATION

DRIVER A DRIVER BIRP
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3éme méthode : Chaînage drivers

APPLICATION

IRP DRIVER A DRIVER BIRP
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Résultats des tests

Chaînage drivers

RAIDE

GMER

Hook ISR Hook IRP
Darkspy
Rootkit Revealer

F-Secure Blacklight

Sophos Anti-Rootkit
AVG Anti-Rootkit
Bit defender Uncover
Rootkit hook analyzer
Panda Anti-rootkit
McAfee rootkit Detective

×
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CONCLUSION

Furtivité :
□ Méthode dynamique > méthode statique

□ Mode kernel

Détection/Protection :
□ Drivers signés

□ Adresse appartenant à des modules légitimes
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THANKS !
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